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The Insider Threat Tool Process

Customer: Would you tell me, please, which way | ought to go from here?
Vendor: That depends a good deal on where you want to get to.
Customer: | don't really know where.

Vendor: Then we have the perfect tool!
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The Systems Engineering Process

Gieneric System Life Cycle (150 15288 :2008)
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Don’t Panic!

V¥ Most of your tool needs can be determined by the
first three processes!

1. Mission Analysis
2. Stakeholder Needs and Requirements Definition
3. System Requirements Definition



1: Mission Analysis

V¥ Define the Mission Problem
= | know the problem!
— Do you really?

V¥ Characterize the Solution Space
= Requirements!
— Use cases

V¥ Determine Potential Solutions
= Meets the Mission
= Fulfills the Requirements



Mission Analysis Input - Process - Output

Navy Strategic Plan

Concept of Operations (ConOps)
Source Documents

Life cycle constraints

Stakeholder requirements
traceability

Project constraints —

Policy

Define the problem space
Characterize the solution space
Evaluate alternative solutions
Manage the mission analysis

Tools

Mission analysis strategy

Major stakeholder identification
Preliminary life cycle concepts
Problem statement

Business requirements
Alternative solutions

Preliminary validation criteria
Preliminary MOE needs
Preliminary MOE data

Business requirements traceability
Mission analysis record )
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2. Stakeholder Needs and Requirements

V¥ Goal: an implementation-free understanding of
stakeholder needs

= The what, not the how

V¥ Stakeholders include stakeholders of constituent
systems, capability users, customers, and
responding agencies



Requirements Input - Process - Output
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Source documents

Stakeholder needs

Project constraints

Life cycle constraints

System requirements traceability
Major stakeholder identification

Preliminary life cycle concepts ' >

Problem statement

Business requirements

Alternative solutions

Preliminary validation criteria
Preliminary MOE needs

Preliminary MOE data

Business requirements traceabilityj

Policy

Define stakeholder needs
Develop the operational concept
(OpsCon)

Transform needs to requirements
Analyze requirements

Manage requirements

'

Tools

e Requirements definition strategy

e Life cycle concepts

System function identification

Stakeholder requirements

Validation criteria

MOE needs

MOE data

Stakeholder requirements

traceability

e |Initial Requirements Verification
Traceability Matrix (RVTM)

e Stakeholder requirements
definition record




3. System Requirements Definition

V¥ Goal: an implementation-free understanding of
stakeholder needs

= The what, not the how

V¥ Seeks to specify the system’s characteristics,
attributes, functions, and performance to ensure the
system meets the stakeholder’s needs

= Stakeholders include stakeholders of constituent
systems, capability users, customers, and responding
agencies
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Systems Requirements Definition

V¥ |dentification of interfaces and interactions with
other systems

V Identification of critical quality characteristics such
as security, reliability, and supportability

V Identification of organizational limitations and
constraints

V¥ This Is also the process where requirements are
analyzed to identify conflicts
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System Input - Process - Output

e Architecture Traceability

e Final RVTM

o Life cycle constraints

o Life cycle concepts

e System function identification

e Stakeholder requirements
traceability
e |Initial RVTM

o Stakeholder requirements —l

Policy

e Prepare for system requirements
definition

e Define the system requirements

e Analyze the system requirements

e Manage the system requirements

Tools

System requirements definition
strategy

System function definition
System requirements

System functional interface
identification

Verification criteria

MOP needs

MOP data

System requirements tracability
Updated RVTM

Systems requirements definition
record
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Results

V¥ Ensures that requirements are necessary, singular,
verifiable, complete, feasible, achievable,
conforming, consistent, bounded, and
Implementation independent

V¥ Ensures that the supplier’s perspective aligns with
the user’s perspective
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