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Employee Risk Solutions Overview

National Insider Threat Special Interest Group
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TransUnion is a 

big data and 

information 

solutions 

company 

founded 50 

years ago as a 

Credit Bureau

• Marriages

• Birth

• Death

• Education

• Addresses

• Phones

• Email

• Devices

• Biometrics

• Bank accounts

• Insurance

• Property

• Autos

• Income

• Licenses

• Judgments

• Criminal 

histories

• Violations

• Payday lending

• Rent-to-own

• Utility bills

• Rental payments

• Driving

• Social media

• Purchases

• Debts

• Payment 

histories

• Collections

Events Identifiers

Financial:

core credit

Public

records

Behaviors

Financial:

cash flow

Financial:

assets &

capacity
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Our unique data-driven solutions help public sector agencies meet 

their mission objectives

Solutions

Ensuring you get the most 

from TU solutions 

Discover associations, 

locate hard to find 

individuals

Custom score, model development, and 

data quality

Compliance with tax laws 

and social program 

eligibility

Compliance Services

Continuous evaluation, insider 

risks from credit, public, and 

proprietary records

Employee Risk

Verification, authentication, 

monitoring, and data quality

Identity Solutions

Investigation

Professional Services

Big Data Analytics
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TransUnion’s Employee Risk solutions adds 

external intelligence to insider risk programs

External Information

• Financial

• Alternative Financial

• Public Records

• Publically Available

Organizational Processes

• Culture

• Performance Reviews

• Analytics

• Workflows

Internal Information

• Cybersecurity Controls

• Activity Monitoring

• Internet Traffic

• Data Loss

Complete

Program
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Financial issues are primary cause for lost or 

denied security clearances

6.2%

8.5%

10.1%

20.4%

74.2%

5.8%

8.3%

12.6%

20.1%

73.0%

Criminal Conduct

Drug Involvement and Substance Abuse

Foreign Influence

Personal Conduct

Financial Considerations

2016

2017

Source: http://ogc.osd.mil/doha/
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A Personnel 
Security 
Risk 
Assessment
is done to 
form a 
baseline and 
setup the 
right 
monitoring 
environment

Alert

TransUnion 
Monitoring 
System
watches for 
relevant 
financial and 
public record 
changes

Distribution

Alerts are 
sent to 
human users 
or systems 
like UAM or 
SIEM that are 
based on 
deviations 
from normal

Investigation

An 
investigation 
is performed 
using Credit 
Reports
and/or 
TLOxp and 
other 
information

Disposition

How TransUnion’s Employee Risk Solutions work

Periodic baselining and 

configuration tuning
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• Gain insight into stressors affecting your 

people 

• Prioritize areas to focus

• Demonstrate how external information will 

be used

• Configure alerting and cadence for receipt 

of external data

• Components

– Traditional credit

– Alternative credit

– Trended scores and models

– Public records

– Publically available records

Personnel Security Risk Assessment
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Our alternative lending database provides information on 

loans not visible on the traditional credit file

Rent to 

Own

Buy-here 

pay-here

Installment 

Loans

Short-term 

Loans

Using trended and alterative data together unlocks a more complete view 

of a person by offering expanded insights into credit history and patterns 

of behavior. 

Not included: Utilities, telecom, other non-loan obligations
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• CVFS works like a typical credit score, measuring risk on a scale from 850 (lowest risk) to 300 

(highest risk). 

• Uses standard attributes and CreditVision algorithms based on trended data

• Financial Distress score beat VantageScore 3.0 as well as CreditVision Scores (New Account, 

Account Management, Bankruptcy)

NEW CreditVision Financial Security score is FCRA 

compliant and can be used in Insider Threat programs

= Armed Services

= Civilian

= Homeland, Justice, IC

= Others

CreditVision Financial Risk Score
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+4 # months

to current month

Aggregate

debt balance

0-4-8-12-16-20-24

Person C: “Balance Builder”

Person A: “Paying Down”

Standard reports offer only a

“snapshot” of a person’s

credit profile

Person B: “Steady User”

700

Lower Risk

Normal Risk

Higher Risk

Traditional 

Risk Score

Trended data is a better indicator of risk as it 

factors in the past to show overall direction 



v
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Establishing an Employee Risk Program
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A Personnel 
Security 
Risk 
Assessment
is done to 
form a 
baseline and 
setup the 
right 
monitoring 
environment

Alert

TransUnion 
Monitoring 
System
watches for 
relevant 
financial and 
public record 
changes

Distribution

Alerts are 
sent to 
human users 
or systems 
like UAM or 
SIEM that are 
based on 
deviations 
from normal

Investigation

An 
investigation 
is performed 
using Credit 
Reports
and/or 
TLOxp and 
other 
information

Disposition

How TransUnion’s Employee Risk Solutions work

Periodic baselining and 

configuration tuning
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We recommend a program using the CVFS to put 

greater focus on risk while still watching everyone
Trigger Threshold CVFS Qualifier

General

Non-Mortgage Debt Paydown -20000 <630

Change in Total Revolving Debt +/-15000 <630

Credit Card Debt Hike 15000 <630

New Payday Loan 1

New Inquiry (payday loan) 1

New Inquiry 1 <630 or Unscorable

New Mortgage trade 2

Delinquency --

New 60 DPD 2 <630

New 120 DPD 1

New Mortgage 60 DPD 1

New Mortgage 120 DPD 1

Derogatory --

New Collections 2 <630

New Collection >= $100 1

New Charge-Off 1 <630

New Charge-Off >= $500 1

New Foreclosure 1

New Repossession 1

Bankruptcy --

New BK Filing 1

New BK Dismissed 1

New BK Discharged 1
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Full criminal history

Property, vehicles, 

other assets

Names, Aliases, DOB, 

SSN

Phones, including 

unlisted landlines, 

VoIP and cell phones

360˚

profile

TLOxp® delivers a comprehensive 360º profile of individuals from 

public record and publically available data

Current and historical 

addresses

Relatives and associates 

Emails and social networks 

Bankruptcies, 

foreclosures, liens, 

judgments



Questions?

Jeffrey Huth

Vice President, Product and Technology

TransUnion Public Sector

jeffrey.huth@transunion.com

http://blog.transunion.com

mailto:jhuth@transunion.com


For info on anonymized financial survey of your population 

to help focus resource expenditures, contact

Bryan Denson

Sales Director, Federal

TransUnion Public Sector

bryan.denson@transunion.com

202-281-9900

mailto:bryan.denson@transunion.com

