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Terminal Learning
Objectives

nderstanding what you want to monitor
Crown Jewels Assessment
Planning your UAM program

esource assessment
Data Assessment
Tool Assessment
Resource Efficiency

mplementing the solution
Tuning your existing cyber tools
Monitoring
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It's MacGyver
Time
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You can do it
BUT NOT SO FAST

“Given the time, it is possible to tune your existing cybersetytools to detect
insider threats

You will experience failures in your quest to implement a UAbdYjiam because of
the follow issues:
Failure to plan
Failure to understand your data
It is a secondary task
You do not have enough resources
You try to do too much, too fast

YOU'CANDOIT .
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Where do
we want
to go and

h ow d O “If you don’t know where you are going,

you might wind up someplace else.”
we get e —

* YogiBerra
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Picking Your
Destination

hat do | want to detect?
hat data do | need to detect it?
ow am | going to detect it?

ow am | going to analyze the data?

hat do | do once | find something? -

o -l—"'-”'"-..-l.

hat am | required to do?

-..:?-.;-,'
hat other resources do | need? y
s UAM going to be a secondary task or -

“Will1hire’d'dedicated tedm?



Crown Jewels Assessment

Establish Mission Priorities What is most important?

Identify Mission Dependencies
Mission Impact Analysis

_— %\ What are the risks?
Insider Threat Susceptibility Assessment (
Insider Threat Analysis/Mitigation

How to mitigate the risks

AvESHKA
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UAM Tools Perspective

We are here

Using Existing

UAM Vendor
Tools

No Process

More Analyst
Intensive
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Countermeasures
USER ACTIVITY MONITORING TRIAD

People

*Trained analyst able to recognize InT
behavior

A fool with a tool, is still a fool

Process

Is what | am doing legal/what data can |
look at?

*What do | do when | catch someone?

*If you do not already ha‘h‘; -

cybersecurity and governance polices, a new
process will not help you.

Technology

*Data

Establish triggers or thresholds
*Alerting
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Measurements

FINDING THE METRICS THAT MATTER

Without data, you are just another person with an opinion.
If you cannot measure it, you cannot manage it.

Measure what you need to know,

Report on what you want to change

Be consistent, especially important for analysis over time.
Use Dashboards

Data: A signal, stimulus, or fact

Information: A collection of data in a series, or otherwise argad
Knowledge: Information placed into relevant context

Wisdom: The ability to put knowledge into practical use

11 COPYRIGHT 2017 AVESHKA, INC. AVvVESHK A



Data Sources

THE MOST BANG FOR YOUR BUCK

Where | am likely to experience a risk?
How do | monitor for that risk?

Important Data sources:
*Printmon (Quantity, Type)
*Antivirus (Numerous events)

*DLP (Frequent burning, type of data)
*Proxies (unauthorized activity, competitor)
*Netflow (Internal network probing)

*Evtx (Log on/Log Off, Security, Log Clear)
*Email server (Data, Competitor)
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Understanding Human Behavior
USING YOUR SIEM TO FIND ANOMALIES

What else can we look for?
A user doing something he has never done before
Printing from a new printer
Visiting new websites
Working different hours
Job searching
A user doing something outside the norm for his peer group
Larger than normal printing
Burning disks
Contact outside the organization
A user violating the laws of spatime.
A user should not be on vacation and logging in at work atdaheegime

Even if a user trips one of these triggers he is“goilty’ of being an insider threat
More monitoring may be warranted

aAvVESHKA
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Finding Evil Using Hypotheses

DETERMINING WHAT TO LOOK FOR

Insider Threats will exhibit behavior that
can be defined a&abnormal’

To find evil you must know what is normal

E.g.“It is suspicious when a user is three
standard deviations away from normal
when analyzing print volume.

Therefore you must have a tool that
allows you to analyze behavior across a
population.

Visualization is key

May be harder to detect low and slow
attacks, but those users will eventually fall
outside the norm
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Process
Control
Chart

PROCESS IS OUT OF
CONTROL
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Process Control
Chart

ULE OF 7

ROCESS IS TRENDIN(
OUT OF CONTROL
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Suspicious Document Printing

*Top Secret*

Printmon Index

User Name and
DTG

Top Secret
Debriefing.docx
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Print Volume

AVERAGE PAGES PER USER Identifying High

Volume Users
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Make Your Bed Everyaay

DOING THE SIMPLETUFFWELL

Using cybersecurity policies to your
advantage
Do you have a user agreement?

Do you have a Privileged Access
Agreement?

Do you provide cybersecurity awarengss
training?

Do your enforce a vacation policy?
Do you have segregation of duties?

Do you continually assess who has
access to data
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Use of Other Cybersecurity Tools

ncase Enterprise/Forensic
Review system files
Deleted files

anium
Application monitoring

Installed new
applications

Disabled antivirus or
other security software

ofense (Phishme)

Do user click phishing
emails

ameware

Visually monitor
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If everything is important, nothing Is
YOU CANNOT WATCH EVERYONE ALL THE TIME

Set priorities

Use polices to strengthen your program
Who has access to your data

What do they do with it

Why do they need access

Who authorized their use of the data
What are the data flows?

Do they still need access?

Focus on privileged Users

Use Human Intelligence (HR, Legal, Tips)
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