Electronic Countermeasures

For Insider Threats
to Information and Communications

[EXE(;@SECURITY]

TSCM TECHNICAL SERVICES




The role of TSCM
Technical Surveillance Countermeasures

Protect privacy
Protect information
Protect communications

[EXE(;@SECURITY]

TSCM TECHNICAL SERVICES




Vulnerabilities in communications privacy
put your organization’s assets at risk.
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All valuable data has its roots in some form of
verbal or visual communications.
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e Confidential Discussions
* Private Phone calls

» Strategy Meetings

e Board Deliberations

» Conferences
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Protecting verbal communications
That is the main role of TSCM and electronic

countermeasures.







People have become desensitized to the
threat of spying.




Spy kids grow up to be... spies!




Glamorization of spying
Increases Insider Threat.

Eavesdropping and corporate espionage

are not taken seriously.




Spying by executives and trusted insiders is
commonplace.







Case studies

Technical eavesdropping examples

- all planted by Insiders.




Recording

device




Boardroom discussions were leaked




Home made shelf under the table was used to hide a recorder.




Hidden
Ceiling

Camera




Camera was found in the ceiling over
the desk of the CFO.




Rogue WIFI

Device




Access Point with odd name was noted.
Certainly the name did not conform to the standard corporate SSIDs.




AP was traced to the cubicle of an
employee who claimed he just
wanted better wifi coverage.




Covert Camera

built into desk phone




Executive in the company installed a
wireless camera into a phone in order
to view other employees.




Microphone hidden

In celling




First clue was a wire protruding from the wall and
entering a desk drawer.




Wire was traced to a device in the ceiling of a conference room that
was used for outside audits.




High powered microphone was
carefully installed onto ceiling tile.
The insulation had been cut out to
give clear audio from the room
without being visible from the other

side.




The mic had a sticker from a NY spy shop. The accounting
department was able to find the invoice in their records. The unit
was bought by an executive using the company Amex card.




The same model was listed on the
manufacturer’s website.




List price of microphone and amplifier - $330.00
Total paid at spy shop - $2700 plus tax




Some common, easily obtained devices.




USB charger with video and audio
GSM transmitter,




Wall- wart charger with Wifi video
transmitter.




GPS tracking device with
remote audio eavesdropping,
accessed by cell phone.




Calculator with  built in digital cellular  transmitter.




USB cable with GSM cellular
remote control audio
transmitter built in.




Miniature microphone built into a standard ethernet cable.







What does it take to protect against such
technical eavesdropping threats?

Technical Survelllance
Countermeasures




A full countermeasures sweep can be very involved. Professional TSCM
teams have invested in expensive equipment and training. It is not a
part - time job, a reliable company should be providing this service on a
full time basis.




Some of the tests involved:
e Radio Spectrum Analysis

e Telecom and wiring inspection

* Non - Linear Junction Device Detection
e Thermal Imaging

« Wifi and Bluetooth Analysis

» Physical Inspection




Physical inspection is one
of the most important
aspects of a sweep.




What can you do when a TSCM team
may not be available?

Basic defense involves understanding when
and where confidential communication
takes place.




Use your eyes and ears.
Look for anything that
appears odd or out of place.




Inspect potential hiding places
In your meeting rooms.




Know what other security is in
place. CCTV may help discover
unauthorized access before or
after meetings.




Missing Lock!

Pay attention to general, common sense
security.




Know the features of your existing
communications systems.

« Call monitoring or “supervisor
observation” and auto - answer
conference calls are a huge
vulnerability.

* Who has admin privileges?




Establish clear policies so that all
employees understand that their
conversations are confidential!




Be sure to have a partnership with a reliable, professional
TSCM provider. They are available to help with security
planning and happy to answer any questions.

Consider:

» Periodic pro - active sweeps help provide a base - line that allows
future iInspections and incident response to be more thorough.

« Special events such as senior management and board meetings
should have TSCM considered as part of the planning process.

 Incident response to things such as break - ins, significant
information leaks, or the termination of suspicious employees should
have TSCM included.




Protect privacy
Protect information
Protect communications

TSCM

Technical Survelllance
Countermeasures

www.ExecSecurity.com
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